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Smart Socializing Starts Here™ iIKeepSafe



Table of Contents

INTRODUCTION

# $
% &

HOW TO OPTIMIZE FACEBOOK SETTINGS FOR YOUNG PEOPLE

) *
/ $ 0 &1
2 | |
#
34
5
. 6
7
7 89
0
7
* < O
0 <

CONCLUSION



INTRODUCTION

Note to readers8

>2
> < < $
2 > >
What is Facebook?
% -- : / @
$ " >2 !
-3 > 1
$ >5 A B
$ 6
$
>
> 2
$ $ <
B $ $ $ $ $ $
$ ># $
> >
What do people do on Facebook?
2 $ C - . DE$
$ $ $
< $ $
$ < $
$ >
$ ! > |
F >G 7 $
$ " >2
>3 $
C $ $ $ $ $ OE >



Why do young people use Facebook?
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Is Facebook safe?
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What are the risks involved in social networking?
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How do we parent Facebook users?
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As a parent, you are part of the solution
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Try not to overreact if something negative happens B
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The well-stocked toolbox of today’s parenting
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Facebook itself can be a great parenting tool>
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Ways to monitor your child’s Facebook activities
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Safety, privacy and reputation protection in the digital age
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Digital footprints & good reputations
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HOW TO OPTIMIZE FACEBOOK SETTINGS FOR YOUNG PEOPLE
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Cary Smarteen

i@ Clerk at Burger King # Goes to Grant High School & Lives in Des Moines, Iowa W@ It's
Complicated # From Mew York, Mew York B8 Born on March 1, 1995

Education and Work
Employers " Burger King
#Y%  Clerk - Feb 2009 to present - Des Moines, Towa
Works there

EAEE T VOER EAY

= Eating Burgers with Larry Magid {remove) and Anne Collier
Feb 2010 to present

Starbucks
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Why children should be honest about their age

Birthday: Jun  [-] 11 [7] 1995 7]
Why do I need to provide this?
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Choose friends wisely
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Suggest Friends

[Remnve from Friends ]
Report/Block this Person
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Messages, Wall Posts & News Feed
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Facebook's ‘'email’ service
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To limit who can send you messages
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Home Profile Find Friends Q000018
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» ; Cary Smarteen
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Edit Friends

Account Settings

Privacy Settings
Help Center
Logout
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] Connecting on Facebook

Control basic information your friends will use to find you on Facebook. |View Settings

>, #

ﬁ Send you messages & Everyone w

v Everyone

Friends of Friends

Friends Cnly

To limit what’s on your child’s profile
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Current City: m Des Maoines, Iowa
Hometown: m Mew York, Mew York
o
Sexc | Male E| | [[]Show my sex in my profile
Birthday: | Mar [=] | 1 [=] 1995 Show only month & day in my profile. [=]
k\
Interested In: [ |Women
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See what your profile looks like to others
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To view your profile
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Choose Your Privacy Settings

[ Connecting on Facebook
Contral basic information your friends will use to find you on Fa-:ebc-n:-k.l'-a'iew Settings
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| Preview My Profile |

Configuring who can see what you post
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Extra protections for minors
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Basic privacy controls
[ Sharing on Facebook
Everyone Friends of Friends Friends Only

Everyone
Friends of Friends

Friends Only

My status, photos, and posts
Bio and favorite quotations
Family and relationships
Photos and videos I'm tagged in
Religious and political views
Birthday

Can comment on posts

Places I check in to [?]

Contact information

Let friends of people tagged in my posts see them.

# Customize settings

+" This is your current setting.
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Customizing privacy settings

# Customize settings

16



1 Back to Privacy

Customize who can see and comment on things you share, things on your Wall and things you're tagged in.

Things I share

E?:‘:fsgxilml posts, induding status updates and photos

roiy
Relationships
Interested in and looking for

Bio and favorite quotations
-
Religious and political views
Places I check in to
Include me in "People Here Now" after I check in 1 Enable

Visible to friends and people chedked in nearby {See an example)

Edit album privacy for existing photos.
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Friends and Metworks
Friends of Friends
Friends Only
Customize
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Things others share Photos and videos I'm tagged in | & Friends of Friends ~ |

Can comment on posts & Friends Only ~
InCluges status upiates, mends Wall posts, and photos

Friends can post on my Wall Enable
Can see Wall posts by friends | B Friends of Friends + |
Friends can check me in to Places Edit Settings
1 2 #
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Contact information Mobile phone | 8 Friends Only « |
Other phone | 8 Friends Only - |
Address | 8 Friends Only ~ |
1M screen name | 8 Friends Only + |
myemail@email.com | 8 Friends Only « |
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Limiting who can see your info or search for you
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To restrict what people can see
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[ Connecting on Facebook
Control basic information your friends will use to find you on Facebook,
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Choose Your Privacy Settings » Connecting on Facebook

4 Back to Privacy

settings below open to everyone so friends can find and connect with you.

Search for you on This lets friends and family find you in Facebook search results. Set
Facebook this to Everyone or you could miss friend requests.

25, Send you friend requests This lets you receive friend requests, Set this to Everyone to avoid
missing out on chances to connect with people you know.

@ Send you messages This helps you make sure you know people before adding them as
friends.
g}. See your friend list This lets you connect with peaple based on friends you have in

common. Your friend list is always available to applications and your
connections to friends may be visible elsewhere.

i See your education and This helps you connect with dassmates and colleagues, and discover
work new professional opportunities,

:E?h See your current city and This helps you getin touch with neighbors and old friends. Mote: you
hometown can separately control how you share places you chedkin to on the
main privacy page.

4 See your likes, activities This lets you express your interests and experiences, and connect
~ and other connections with people who like the same things you do.

Preview My Profile

Your name, profile picture, gender and networks are visible to everyone (learn more). We also recommend setting the other basic

& Everyone «

B Everyone «

B Everyone «

B Everyone «

B Everyone v

v Everyone
Friends of Friends
Friends Only

Customize

The Customize option

2

» 6 < 4

VAR 4 >2

19




% Make this visible to

Custom Privacy

These people: | Friends Only El

Friends of Friends
And this networlc [[ShEEla]
Specific People...
Only Me
#  Hide this from
These people:
# 0 $ ! 4
M >7 $
4%
> M/ $ 4
>
Controlling who can see individual posts
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[ News Feed Top News * Most Recent

I'm having a great day

Everyone
Friends of Friends
+ Friends Only

Customize
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Lists: A powerful privacy feature

M

7 >M ! 7 9
C $ F
>) $ 4 $
>)
! B>
To Create a List
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Larry Maagid
Edit My Profile
[Z] mews Feed
[_!ﬂ Messages 776
E Events 25
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# Edit Friends
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[ + Create a List ]
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Create New List

My new list Edit Hame

m selected (0) Start Typing a Name

H Anne ﬂ Ron Patti B

= .

- [ 9

- Larry Maureen
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Create List

1 $ , 6
> ) $

>7 $ >

Using the Groups feature
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To set up a Group
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Group Hame:

Members:

My Football Team

| Anne Collier * | |Maureen Kochan # |

Privacy: Members are public, content is private,

Create Group
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Larry Magid
Edit My Profile
[: | News Feed
@ Messages 776
(5] Events 25
&) Friends 20
[2:] Facebook Safety... 1
[2:] My Football team
(™| Tech Leaders and... 30
More -
> A

Seeing who is in your Group
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Photos and tagging
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To untag a photo
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Controlling Facebook applications
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Choose Your Privacy Settings » Applications, Games and Websites
4 Back to Privacy
Applications you use You're using 45 applications, games and websites, most recently:
Spaeey] P |
_— =
wiieolM7TEm. B8
% Remove unwanted or spammy applications.
# Turn off all platform applications.
Info accessible through your Control what information is available to applications and websites ““-_S_,_.m_-—“
friends when your friends use them. Im—
Game and application Whao can see your recent games and application activity. [ & Friends Only ~ ]
activity

Instant personalization

Public search

Lets you see relevant information about your friends the moment
you arrive on select partner websites.

show a preview of your Facebook profile when people look for you
using a search engine.
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Info accessible through your friends

Use the settings below to control which of your information is available to applications, games and websites
when your friends use them. The more info you share, the more social the experience.

Bio My videos
Birthday My links
Family and relationships My notes

Interested in and looking for Photos and videos I'm tagged in
Religious and political views Hometown

My website Current city

If I'm online Education and work

My status updates Activities, interests, things I like
My photos Places I check in to

Your name, profile picture, gender, networks and user ID (along with any other information you've set to
everyone) is available to friends' applications unless you turn off platform applications and websites.

Save Changes JE&:TGE

Limiting individual applications
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¥ TweetDeck

This application can:

Last logged in: More than 6 menths ago

i - Access my basic information
I8 Includes name, profile picture, gender, networks, user ID, list of
friends, and any other information I've shared with everyone.

; /‘ Access my profile information
1y Likes, Music, TV, Movies, Books, Quotes, About Me,
Activitie...5ee More

Online Presence

Access my family & relationships
Significant Other and Relationship Details and Family Members
and Relationship Status

d°
Access my photos and videos
§ & Photos Uploaded by Me, Videos Uploaded by Me and Photos and

Videos of Me

Access my friends' information
Birthdays, Religious and Political Views, Family Members
and...5ee More

Post to my Wall
TweetDeck may post status messages, notes, photos, and videos
to my Wall

Remove application

Required
Required

Required

Required
Required

Required

Remove

Facebook's location-sharing Places

0
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Lageut
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Not fully automatic

2 0 I
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Disabling Places
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Friends can check me in to Places

You're in control of your location on Facebook:

= Facebook will never share or expose your location automatically
= Only friends can tag you and check you in to a place

= We'l notify you when a friend has tagged you

= As with photos, you can remove a friend's tag at any time

Learn more

Disabled

Enabled
v Disabled

) %

Special provisions for minors (under 18)

e
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Being Checked In or tagged

2 >

Include me in "People Here Now" after I check in
Visible to friends and people checked in nearby (See an example)
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To control who can see the places you’ve checked in

-, 9 <
>, 0 #
> H R 6 # >

N
o
-

M >) >M
. 6 $
$ $ M/ >)
0 1 C
E 3 >

30



Reporting problems
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Suggest Friends
Remove from Friends

[ Report/Block this Person

¥ Share

E>

Report and/or Block This Person

All reports are strictly confidential. This appears to be:

Ty Inappropriate profile photo
) Fake profile
i©) Inappropriate profile info

7 Unwanted contact

Block this person

Is this your intellectual property? Cancel
% ; & & % 0
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From the album:
Profile Pictures by Will

Share
Tag This Photo
[ Report This Photo ]

A >

Report This Photo

All reports are strictly confidential. This appears to be:

1 Spam or scam
0 Nudity or pornography
0 Graphic violence

) Attacks individual or group

) Hate symbol

) Tllegal drug use

Is this your intellectual property? W Cancel
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John October 25 at 10:11pm
Larry,

Report

> #

Report This Message and/or Block Sender

) Sexually explicit

Block this person

All reports are strictly confidential. This appears to be:

7 Credible threat of violence

submit [T
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Preventing suicide and other self-harm
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